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THE MAILING DATE OF THIS COMMUNICATION. 
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earned patent term adjustment. See 37 CFR 1 .704(b). 
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1)S Responsive to communication(s) filed on 08 July 2004 . 
2a)S This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1 935 CD. 1 1 , 453 O.G. 21 3. 

Disposition of Claims 

4) ^ Claim(s) 1-58 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) S Claim(s) 1-58 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) £3 The drawing(s) filed on 28 July 2000 is/are: a)S accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 
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application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

1. Claims 1-58 are pending in the application. 

2. Claims 1-58 stand being rejected. 

Response to Amendment 

3. The examiner approves the amendment made to claim 17. The amendment to claim 17 
alleviates any informality. The examiner withdraws claim rejection 35 USC § 112(1) and claim 
rejection 35 USC § 112(2). 

Response to Arguments 

4. Applicant's arguments filed 7/8/04 have been fully considered but they are not persuasive. 

On page 14, the applicant argues that the Claus patent does not disclose any use of 
sequence numbers, much less comparing first and second sequence numbers on each portable 
device, performing a verification using security keys if the second sequence number is newer 
than the first sequence number, and setting the second sequence number to have a value of the 
first sequence number if the verification succeeds. 

The examiner respectfully disagrees. The comparison step takes place within the third 
field. If the comparison step succeeds then the account value is then inputted. 

On page 15, the applicant argues that the Claus patent does not disclose the comparison 
step or the setting step recited in independent claim 32. 

The examiner respectfully disagrees. The comparison step takes place as discussed 

above. 

On page 16, the applicant argues that the Claus patent nowhere discloses any comparison 
of the first and second sequence numbers, or setting of the first sequence number to have the 
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value of the second sequence number, if the verification succeeds, such verification being 
performed if the second time is newer than the first time. 

The examiner respectfully disagrees. The comparison step takes place within the third 
field. If the comparison step succeeds then the account value is then inputted. 

On page 16, the applicant argues that the Claus patent does not disclose the use of global 
signing keys, or the comparison of at least one portion of the global signing keys in order to 
verify transactions as explicitly recited in claims 2, 31 and 58. 

The examiner respectfully disagrees. Claus does disclose the use of global signing keys 
(i.e. security keys). Claus does disclose the comparison of the security keys. 

On page 17, the applicant argues that the Claus patent does not disclose that verifications 
succeed when at least one portion of a global signing key corresponds to at least one second 
portion of another global signing key as explicitly recited in claim 3. 

The examiner respectfully disagrees. As discussed above, comparison of the security 
keys does take place. If the comparison does not verify then the transaction is locked up. 

On page 17, the applicant argues that the Claus patent does not disclose the use of 
authenticated system messages or sequence numbers, or that at least one of the cards sets the 
second sequence number as explicitly recited in claims 9 and 50. 

The examiner respectfully disagrees. Claims 9 and. 50 recite an authenticated system 
message command. Claus does disclose sending an authenticated system message command to 
update the account information. 

On page 18, the applicant argues that the Claus patent does not disclose any use of 
sequence numbers or the comparison of the sequence numbers on each card as explicitly recited 
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in claims 10 and 28. The applicant also argues that the Claus patent does not disclose the 
transmission of an authenticated system message from the card with the newer sequence number 
to the card with the older sequence number as additionally recited in claim 10. 

The examiner respectfully disagrees. The comparison step takes place within the third 
field. If the comparison step succeeds then the account value is then inputted. Claims 10 and 28 
recite an authenticated system message command. Claus does disclose sending an authenticated 
system message command to update the account information. The newer sequence number is the 
updated account information. 

On page 18, the applicant argues that the Claus patent does not disclose any use of 
sequence numbers or the transmission of an authenticated system message without setting the 
first sequence number to have the value of the second sequence number, as explicitly recited in 
claim 11. 

The examiner respectfully disagrees. Claim 1 1 recites an authenticated system message 
command. Claus does disclose sending an authenticated system message command to update the 
account information. 

On page 19, the applicant argues that the Claus patent does not disclose any use of 
sequence numbers or global signing keys as explicitly recited in claims 13 and 51. 

The examiner respectfully disagrees. The sequence numbers are the values in the field 
three as discussed in the Claus patent. As discussed above, comparison of the security keys does 
take place. If the comparison does not verify then the transaction is locked up. 
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On page 19, the applicant argues that the Claus patent does not disclose any use of value 
transfer protocol keys or global signing keys, much less the association of each value transfer 
protocol key with a global signing key, as explicitly recited in claims 14 and 52. 

The examiner respectfully disagrees. Global signing keys are disclosed in the Claus 
patent as discussed above. The value transfer key as disclosed by the Claus patent is the key that 
is used to encrypt the account information. 

On page 20, the applicant argues that the Claus patent does not disclose any use of 
authenticated system messages, receiving authenticated system messages which contain 
commands, or executing such commands, as explicitly recited in claim 16. 

The examiner respectfully disagrees. The Claus patent does disclose authenticated 
system message commands, as discussed above. 

On page 20, the applicant argues that the Claus patent does not disclose providing 
applications from one card to another, or updating a security scheme of the on-chip risk 
management of one of the cards, as explicitly recited in claim 17. 

The examiner respectfully disagrees. Applications are transferred as keys. These keys 
are transferred from one card to another. 

On page 21, the applicant argues that the Claus patent does not disclose selective 
targeting of at least one of the portable devices and applying recustomization procedures to the at 
least on portable device, as explicitly recited in claim 19. 

The examiner respectfully disagrees. The Claus patent discloses selective targeting of the 
one of the smart cards and the recustomization procedure is the validity of the application keys. 
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On page 21, the applicant argues that the Claus patent does not disclose providing 
selecting a response from at least one of the portable devices when a predetermined criteria is 
met, as explicitly recited in claim 20. 

The examiner respectfully disagrees. The predetermined criteria would have been using 
the smart card for a transaction at least once a week. When that criterion is met, then the 
application keys will be updated. 

On page 21, the applicant argues that the Claus patent does not disclose any use of global 
signing keys, or the use of cryptograms related to global signing keys, as explicitly recited in 
claim 21. 

The examiner respectfully disagrees. The use of global signing keys is discussed above. 
The use of cryptograms (i.e. encrypted packets) is also taught in the Claus patent. 

On page 22, the applicant argues that the Claus patent does not disclose modifying the 
stored parameters of one of the cards, after the setting step, to suspend, permit, or modify 
subsequent operations between the two cards or any other cards as explicitly recited in claim 24. 

The examiner respectfully disagrees. The Claus patent discloses modifying account 
information (i.e. account balance). 

On page 22, the applicant argues that the Claus patent does not disclose any use of 
sequence numbers, comparing the times stored on the devices, or setting the second sequence 
number to have a value of the first sequence number if the second time is older than the first time 
as explicitly recited in claim 33. 

The examiner respectfully disagrees. The use of sequence numbers is discussed above. 
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On page 23, the applicant argues that the Claus patent does not disclose any use of 
sequence numbers, much less the executing an action which is triggered by either of the first or 
second sequence numbers, as explicitly recited in claims 34 and 38. 

The examiner respectfully disagrees. The use of sequence numbers is discussed above. 

Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

5. Claims 1-3, 4-44, and 46-58 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Claus (USP 5,461,217). 

As per claim 1, Claus teaches a method for communicating between a first portable 
device having a first storage device and a second portable device having a second storage device, 
the first storage device storing thereon a first sequence number and a first key, the second storage 
device storing thereon a second sequence number and a second key, the method comprising the 
steps of (column 5, lines 53-53): comparing the first sequence number to the second sequence 
number (column 12, line 41); if the second sequence number is newer than the first sequence 
number, performing a verification using the first and second keys (column 12, lines 42-54); and 
setting the first sequence number to have a value of the second sequence number if the 
verification succeeds (column 12, line 55). 

As per claims 25, Claus teaches a storage device storing a first sequence number and a 
first key (column 3, lines 20-25, column 8, line 10, and column 12, line 41)); and a processing 
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device performing the following: receives a second sequence number and a second key from the 
further portable device (column 12, line 36), compares the first sequence number to the second 
sequence number (column 12, line 40-42), if the second sequence number is newer than the first 
sequence number, performs a verification using the first and second keys (column 12, lines 
42-54), and sets the first sequence number to have a value of the second sequence number if the 
verification succeeds (column 12, line 55). 

As per claim 32, Claus teaches the first portable device having a first storage device, the 
second portable device having a second storage device, the first storage device storing thereon a 
first sequence number, the second storage device storing thereon a second sequence number 
(column 5, lines 52-53), the method comprising the steps of: comparing the first sequence 
number to the second sequence number, the first sequence number being indicative of a first time 
provided on the first portable device, the second sequence number being indicative of a second 
time provided on the second portable device (column 12, line 41); and if the first time is older 
than the second time, setting the first sequence number to have a value of the second sequence 
number (column 12, lines 42-54). 

As per claims 37, Claus teaches a storage device storing a first sequence number (column 
5, lines 52-53); and a processing device performing the following: receives a second sequence 
number from the further portable device, compares the first sequence number to the second 
sequence number, the first sequence number being indicative of a first time provided on the 
portable device, the second sequence number being indicative of a second time provided on the 
further portable device (column 12, line 41), and executes one of the following actions: if the 
first time is older than the second time, sets the first sequence number to have a value of the 
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second sequence number (column 12, lines 42-54), and if the second time is older than the first 
time, sets the second sequence number to have a value of the first sequence number (column 7, 
lines 63-65). 

As per claim 41, Claus teaches the first portable device having a first storage device, the 
second portable device having a second storage device, the first storage device storing thereon a 
first sequence number and a first key, the second storage device storing thereon a second 
sequence number and a second key (column 5, lines 52-53), the method comprising the steps of: 
comparing the first sequence number to the second sequence number, the first sequence number 
being indicative of a first time provided on the first portable device, the second sequence number 
being indicative of a second time provided on the second portable device (column 12, line 41); if 
the second time is newer than the first time, performing a verification using at least one of the 
first and second keys (column 12, lines 42-54); and setting the first sequence number to have a 
value of the second sequence number if the verification succeeds (column 12, line 55). 

As per claim 54, Claus teaches a storage device storing a first sequence number and a 
first key (column 5, lines 53-53): and a processing device performing the following: receives a 
second sequence number and a second key from the further portable device (column 12, line 36), 
compares the first sequence number to the second sequence number, the first sequence number 
being indicative of a first time provided on the portable device, the second sequence number 
being indicative of a second time provided on the further portable device (column 12, line 41), if 
the second time is newer than the first time, performs a verification using the first and second 
keys (column 12, lines 42-54), and sets the first sequence number to have a value of the second 
sequence number if the verification succeeds (column 12, line 55). 



Application/Control Number: 09/628,3 1 5 Page 10 

Art Unit: 2131 

As per claims 2, 31, and 58, Claus teaches wherein the first key is a first global signing 
key, and the second key is a second global signing key, and wherein the verification is performed 
by comparing at least one first portion of the first global signing key to at least one second 
portion of the second global signing key (column 11, lines 13-16). 

As per claim 3, Claus teaches wherein the verification succeeds when the at least one first 
portion corresponds to the at least one second portion (column 12, line 44). 

As per claim 5, Claus teaches after the setting step, performing a transaction between the 
first card and the second card (column 12, lines 55-56). 

As per claim 6, Claus teaches if the verification fails, suspending a transaction between 
the first card and the second card (column 1 1, line 18). 

As per claims 7, 26, 48, and 55, Claus teaches if the verification fails, recording a failure 
of the verification in at least one of the first storage device and the second storage device 
(column 11, line 19). 

As per claims 8, 27, and 58, Claus teaches if the first sequence number and the second 
sequence number are equal, performing a transaction between the first card and the second card 
(column 7, line 55~column 8, line 19). 

As per claims 9 and 50, Claus teaches wherein the setting step is performed by 
transmitting an authenticated system message ("ASM") command from the second card to the 
first card, and wherein at least one of the first and second cards sets the second sequence number 
(column 12, line 50). 

As per claims 10 and 28, Claus teaches the first storage device stores a third sequence 
number thereon, wherein the second storage device stores a fourth sequence number thereon 
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(column 8, lines 9-26), and further comprising the steps of: if the first sequence number and the 
second sequence number are equal, determining whether the third sequence number corresponds 
to the fourth sequence number (column 8, lines 20-27); and if the third sequence number does 
not correspond to the fourth sequence number, transmitting an authenticated system message 
("ASM") command from a particular card of the first and second cards having a newer number 
of the third and fourth sequence numbers to another card of the first and second cards (column 
12, line 55-60). 

As per claim 1 1, Claus teaches the ASM command is transmitted without setting the first 
sequence number to have the value of the second sequence number (column 8, lines 26-27). 

As per claims 12 and 29, Claus teaches if the third sequence number corresponds to the 
fourth sequence number, performing a transaction between the first card and the second card 
(column 8, lines 22-23). 

As per claims 13 and 51, Claus teaches the first key is a first global signing key, and the 
second key is a second global signing key, and wherein the first global signing key relates to the 
first sequence number, and the second global signing key relates to the second sequence number 
(column 12, lines 55-58). 

As per claims 14 and 52, Claus teaches the first key is a first global signing key, and the 
second key is a second global signing key, and wherein the first global signing key is associated 
with a first value transfer protocol ("VTP") key, and the second global signing key is associated 
with a second VTP key, the first VTP key being stored in the first storage device, the second 
VTP key being stored in the second storage device (column 4, line 67). 
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As per claims 15 and 53, Claus teaches each of the first portable device and the second 
portable device includes a processing device (column 4, line 67). 

As per claim 16, Claus teaches receiving an authenticated system message which 
includes a command; and executing the command (column 8, lines 50-56). 

As per claim 17, Claus teaches providing an application to at least one card of the first 
and second cards, the application is provided for at least one of: renewing a security feature of 
the at least one card, and updating a security scheme of the at least one card on-chip management 
(column 7, line 54-column 8, line 7). 

As per claim 18, Claus teaches providing a reference point for time to at least one of the 
first and second portable devices from a central command arrangement (column 7, line 62). 

As per claim 19, Claus teaches enabling a selective targeting of at least one device of the 
first and second portable devices (column 8, lines 7-8); and applying re-customization 
procedures on the at least one device (column 7, lines 59-65). 

As per claim 20, Claus teaches selecting a particular response by the at least one device 
when a predetermined criteria is met (column 8, lines 7-8). 

As per claims 21 and 42, Claus teaches the first key is a first global signing key, and the 
second key is a second global signing key, and wherein the verification is performed by 
comparing cryptograms which are related to the first global signing key and the second global 
key (column 11, lines 13-16 and 24-25). 

As per claim 22, Claus teaches generating the cryptograms by one of the first portable 
device and the second portable device (column 11, lines 24-25); and verifying the cryptograms 
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using another one of the first portable device and the second portable device (column 11, lines 
26). 

As per claim 23, Claus teaches the cryptograms are generated by a central authority 
(column 2, lines 64-66). 

As per claims 24, Claus teaches after the setting step, modifying stored parameters of at 
least one of the first and second cards to at least one of suspend, permit, and modify subsequent 
operations between the first and second cards or other cards (column 14, lines 53-60). 

As per claims 30 and 57, Claus teaches the portable device is a smart card, and wherein 
the further portable device is a further smart card (column 2, line 44-46). 

As per claim 33, Claus teaches if the second time is older than the first time, setting the 
second sequence number to have a value of the first sequence number (column 7, lines 63-65), 

As per claims 34 and 38, Claus teaches after the setting step and if the first time is not 
equal to the second time, executing an action which is triggered by at least one of the first 
sequence number and the second sequence number (column 12, lines 44-47). 

As per claim 35, Claus teaches after the executing step and, if the first time is not equal to 
the second time, performing a transaction between the first card and the second card (column 12, 
lines 49-50). 

As per claims 36 and 49, Claus teaches if the first time is equal to the second time, 
performing a transaction between the first card and the second card (column 12, lines 49-50). 

As per claim 39, Claus teaches wherein the portable device is a smart card, and the 
further portable device is a further smart card (column 2, lines 44-46), and wherein, after the 
execution of the particular action and if the first time is not equal to the second time, the 
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processing device performs a transaction between the smart card and the further smart card 
(column 12, lines 49-50). 

As per claim 42, Claus teaches wherein the first key is a first global signing key, and the 
second key is a second global signing key, and wherein the verification is performed by 
comparing at least one first portion of the first global signing key to at least one second portion 
of the second global signing key (column 11, lines 13-16). 

As per claim 44, Claus teaches wherein the verification succeeds when the at least one 
first portion corresponds to the at least one second portion (column 12, line 44). 

As per claim 46, Claus teaches after the setting step, performing a transaction between 
the first card and the second card (column 12, lines 55-56). 

As per claim 47, Claus teaches if the verification fails, suspending a transaction between 
the first card and the second card (column 1 1, line 18). 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claim 4 and 45 are rejected under 35 U.S.C, 103(a) as being unpatentable over Claus in 
view of Carlisle et al (USP 5,649,118). 

As per claims 4 and 45, Claus teaches the method of encryption to secure the 
communication between two smart cards (column 3, lines 20-30). Claus fails to teach that the 
first and second global signing keys includes a private key and a public key, and wherein the 
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verification is performed using the respective public keys. Carlisle et al teach the use of public 
and private keys to secure the communication using smart cards (column 8, lines 31-45). Private 
key cryptography is well known in the art. Private key cryptography provides a very high level 
of security and is implemented in many applications. 

In view of this, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to employ the teaching of Carlisle et of within the system of Claus 
because private key encryption is well established in the art and can be implemented using smart 
cards as taught by Carlisle et al. 

Conclusion 

7. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 



Application/Control Number: 09/628,3 1 5 Page 1 6 

Art Unit: 2131 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Aravind K Moorthy 
January 7, 2005 




